KicepOyniHr: wo ue, skum BiH OyBa€ Ta fK
Bil HbOro 3aXUCTUTU AUTUHY?

Ki6ep6yniHr — e cyyacHa gpopMa arpecii, ika Habyna NoLIMPEHHS
3 rnosiIBOK0 MOBINbHUX TenedoHiB, iHTepHeTy. byab-aki I dopMn MarTb Ha MeTi
AOLLKYNUTK, HALWKOAUTU YU MPUHU3UTU NOOUMHY OUCTaHUinHO, 6e3 di3nyHoro
HacunbCcTBa (Ha BiAMiHY Big OyniHry). «306poeto» Oynepa cTawTb couianbHi
Mepexi, popymu, 4aTn, MOBINbHI TeNedoHu TOLLO.

Ha xanb, Taka opma UbKyBaHHS Habupae Bce Ginbwnx obepti. Yacto
AOiTU He pPOo3yMIiloTb, SK MOXYTb 3axuctutucsa Big kibepOyniHry. binbw TOro,
DOaTbkM cami 4YacTo He Po3yMitoTb, 9K cebe NoBOAUTU i AKMM YMHOM 3aXUCTUTU
OVUTUHY. A SKLLO BpaxyBaTu LWWBUAKICTb MOLLINPEHHS HEraTUBY B IHTEPHETI, JEeKOMY
MOXe 3[aTucs, Wo 3 NpobrieMor HepearibHO BNopaTucs.

MpuynHM KiGepOyniHry

MpuunH y arpecii 6e3niy, BOoHa MoOXe OyTM BMOTUBOBAHOK YU
HenepenbadyBaHO. Y peanbHOCTI 4/ B IHTEPHETI MNPakTU4YHO OLHAKOBO
PO3KPUBAIOTLCH CTOCYHKM «arpecop-xeptea». MexaHiam 1x B3aemoii hakTU4HO
iAeHTMY4HM. Tak caMO 4acTo BOpOXHeYa 3 peanbHOro CBITY NepexoauTb Yy
BipTyanbHUW. [iTM MOXYTb 3HATU, XTO 3HYLLAETLCA Ha4 HUMU B iHTEPHETI. byniHr
CbOroAHi ctae kibepbyniHrom.

Ane HaucTpawHiwe Te, WO HanagaTM MOXYTb He3HamoMui, siKi nepecnigyroTb
CBOI Mep3eHHi uini. B iHTepHeTi gyxe npocto 6yTM aHOHIMHMM, WO MigBULLYE
LLIAHCW CTaTM XXEePTBOK 3HYyLLAHHS, 60 aHOHIMHICTb Nnepeabavae 6e3kapHICTb.

3angakyBaHHS Moxe BiabyBaTtucs y 6yab-siKy roauHy Aobu 1a B 6yab-gKomMy MicLi.
Hawuripwmin cueHapin, Konum ue Tpanunocb Y MOMEHT CaMOTHOCTI AUTUHW. AOXe
MOXe 34aTUCH, O BUXOLY HEMAE.
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PisHoBuAM KibepOyrniHry

BukopuctaHHa ocobuctol iHopmauil — BUKpageHHa naponiB  Big
NPpMBaTHUX CTOPIHOK, €MNEeKTPOHHOI MowTuh Ana noganbliux Morpo3  4m
PO3MNOBCIOIKEHHS cnamy.

AHOHIMHI NOrpo3u — aHoHIM HaAcunae JnUCTU MNOrpo3fmMBOro  3MicTy
AOBINbHOro abo UuinecnpaAMoBaHOro xapakrtepy, ocobnvBa O3Haka — HasiBHICTb
HEeHOPMAaTUBHOI NTEKCUKKN Ta rpyba mosa.

Tenec¢goHHi A3BIHKM 3 MoOBYaHHAM. He TiNbKM NOrpo3n nsKawThb.
MoBYaHHA 4N XXaxaHHA B CriyxaBKy OeHTexaTb AWTMHY, BOHA He 3Hae $K i,
rofioBHe, Bif, YOro noTpidbHO 3axuLaTuch.

MepecnigyBaHHA — Lie MOXe OyTU enemMeHT (pisnyHoro nepecnigyBaHHs,
3ansKyBaHHA [OOCAraeTbCs LUMNAXOM PO3CUIMKU MNOBILOMIMEHb Ha €ENEeKTPOHHY
nowTy 4m TenedoH. LKiAHMKKM MOXyTb 36upaTtn iHdopMauito Npo XepTsy,
cnigkyoum 3a 11 NoBiAOMMNEHHAMK B couMepexax — poTo, cendi 3 Micusa nogin,
pO3MoBifdi NPO CBOE XUTTS.

TporniHr — poO3MilLleHHA NPOBOKAUIMHMX MOBIOOMSIEHb B Mepexi ans
NPUBEPHEHHS yBarn Ta 30ya)KeHHs akTUBHOCTI, O MOXE CMPUYMHUTU KOHMIIKT
(cbnenmir).

Xeni-cneniHr (happy slapping) — HacunbCTBO 3apagu po3Barwu,
akTyanoHe 3gebinbworo gna gisn4HOro UbKyBaHHS, NPOTE B iHTEPHETI TaKoX
aKkTyanbHO, KON MOBa Mae Npo MopasnbHe HacuUbCTBO. AckpaBa ocobnumBicTb —
3BMYKA 3HIMATW HACWUNbLCTBO Ha Kamepy AN NoAanbLIoro po3rnoBCHOOXEHHA B
Mepexi.




AK BUSABUTN O3HaAKU KibepOyriHry

Ki6epmoOBOiHI Mae gekinbka NposBiB, XKOAEH 3 AKUX HE MOXHa irHopyBaTu:

e BignpaBka Norpo3nueux Ta 06pasnNMBOro 3mMiCTy TEKCTOBMX NOBIAOMIIEHD;

e PO3MOBCHAXKEHHS (CNam) Biaeo Ta oOTO NOPHOrpacpivHOro XxapakTepy;

e TPONMIHr (HA4CUMAHHA NOrpo3nNuBKMX, rPyomMX NOBIAOMMEHb Y couiaribHUX
Mepexax, YaTtax Ym oHnanH-irpax);

e [EeMOHCTpaTMBHE BuAaneHHsa OiTen 3i ChiflbHOT y couMepexax, 3 OHMNanH-
irop;

e CTBOPEHHS rpyn HEHaBUCTI 40 KOHKPETHOI AUTUHW;

e [MpoOMo3uLis nporofsiocyBaTM 3a 4YM MNPOTU KOrocb B 06pasnnBomy
ONUTYBAHHi;

o MNPOBOKYBaAHHA NiANiTKIB 0O camorybctBa 4u MOHiBeYeHHs cebe (rpynwu
cmepTi Tvny “CuHin knut”);

e CTBOPEHHA NiAPOBHMX CTOPIHOK Yy couMepexax, BUKpaOeHHs OaHuxX Ans
doopMyBaHHS OHMAWH-KITOHY;

e HaacunaHHa doTorpadin i3 BigBEPTUM 300paeHHs M (5K npaBuno,
A0pOCHi HagcunarTb 4iTam);

e npono3uuil oo Aiten Hagcunatm iX ocobucTi oTorpadii BigBepTOro
Xapakrtepy..

IHam'aTKa 111 3aXMCTy BiJ KiOepOyJIiHTy

3AincHionTe 6aTbKiBCbKUM KOHTpONb. PobiTh Le obepexHo 3 ornggy Ha BiKOBI
ocobnuBOCTI AiTen (ans monoawmx — obmexTe AO0CTyn OO CYMHIBHUX canTiB, AOns
cTapLuMx — vac Bif Yacy nepernsganTte ictopito bpaysepy).

3acTepiranTe Big nepepadi iHopmauii y mepexi. [MoOsCHITb, WO € pedi, Npo SKi
He roBOpPsITb 3i CTOPOHHIMU: Npi3BuLLEe, HOMEpP TenedoHy, agpeca, Micue Ta Yac pobotu
OaTbkiB, BiABiAYBaHHSA LLUKOMNN Ta rypTKiB — MalOTb OyTN 36epexeHi y cekpeTi.

HaBu4iTb KpUTU4YHO cTaBUTUCA A0 iHopMaLii B iHTepHeTi. He Bce, WO HanucaHo
B Mepexi — npasaa. AKLO € CyMHIBU B JOCTOBIPHOCTI — Xan 3anuTye y CTapLumx.

Po3kaxiTb npo npaBuna noBeAiHKU B MepeXi. B iHTepHeTi BOHU Taki cami, SiK i B
peanbHOCTi, 30KpeMa, nosara 4o CniBPO3MOBHUKIB.

CtanbTte npuknagom. OBonoginte HaBuykamm ©OeE3MEYHOr0 KOPUCTYBAHHSA
iHTEPHETOM, BMKOPUCTOBYMTE MOro 3a MPU3HAYEHHSM, | Bawi AOiTM pobutumMyTb Tak
camo.

AKwo AnTuHa noTtepnae Big 3HylWaHb Kibepbynepa, 11 6yae goyxe cknagHo
3i3HaTUCS Y LbOMYy BaTbkaM 4M We KOMyCb. Ha ue € aekinbka npuyunH:

e Ccmpax, Wo dopocrsii He 3pO3yMitomb CeHcy rnpobrnemu;

e Ccmpax 6ymu sucmissHUM 4yepe3 byuimmo He3HayHy rpobriemy;

e cmpax bymu rokapaHuMm 4Yu wWo rnocmpaxaoa€e xmocb pPiOHUU 3a «OOHOC»
Ha 6ynepa, ocobriueo, SAKWO UbKyeaHHS 3auwrnu 0asieko i oumuHa rio
KOHmMposieM azpecopa;

e Ccmpax 3'acygamu, W0 «caM 8UHEH» i 3HyWaHHs UislkoM cripagedsiusi.



Ak 6aunTe, B OCHOBI BCiX MPUYMH MOBYAHHSA NEXUTb CTpax 3a cebe uu
Onun3bknx. Y CBOIO Yepry Le € HacnigkomM 3aHMKEHOI CaMOOLLHKN.

BopoTbby 3 kibepOyniHrom ycknagHioe Oe3KapHiCTb B iIHTEPHET-NPOCTOPi,
KON KOXXEH MOXe BmaaTu cebe 3a 6yab-Koro, He BignoBigaroym 3a Hacnigku ain.
Hankpalwe wo MoOXyTb 3pobutn 6aTtbkm Ta BUMTENi — BUXOBYBATU B OUTWHI
yneBHeHiCTb B coOi, poskadyBaTu 1M npo Hebesneky, OygyBatu [OBipnuBi
BigHOCMHW. Togi y pasi BUHUKHEHHS TaKol HeraTMBHOI CUTyauil XNOMYuK 4m
AiBYMHKA oapasy X 3BepTanuncb No JONOMOory Aopocnux, abo X He pearysanu Ha
HeraTus.
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